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Col

Col
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FOREIGN COURSE PARTICIPANTS OFFICERS

KAWS Rathnayake
WACN Warakagoda psc

DMPP Dasanyaka

Lt Col NPA Mendis psc

Maj

PGCL Kumarasiri
WRMR Wickramasinghe USP
HKU Nadeeka USP
MPCB Jayashantha USP
WPDN Abeyrathne

MC Tukkawadu

DANL Tennakoon
RMKUK Ratnayake

NG Kasthuriarachchi
JADR Jayasinghe
WWWWTWKMRNDB Weliwita
HMRL Kularathne

IDC Rodrigo

DSA Dolawaththa
MMUIB Wawegedara
MG Pathirana

ASMP Chameera
ULCD Perera psc

SL Meegoda psc

JMD Nuwan

BMMB Herath

WDIP DeAlwis

PAR Antoneys psc

TKU Nishantha RSP psc
HMCJ Medawaththa
RMTL Rathnayake

KGSR Wijesingha

Senior Command Course 143

Senior Command Course 144

Senior Command Course 144

International Social Etiquette Counsultant Training & Certification

India

India

India

London

Communication Equipment,Maintenance and Management Programme China

Communication Equipment,Maintenance and Management Programme China

Communication Equipment,Maintenance and Management Programme China

Communication Equipment,Maintenance and Management Programme China

Information Security of Automated System
Information Security of Automated System
JSC (Sig)

JSC (Sig)

Tailor Made Cyber Security Course

Tailor Made Cyber Security Course

Tailor Made Cyber Security Course

Tailor Made Cyber Security Course

Tailor Made Cyber Security Course

Tailor Made Cyber Security Course

Tailor Made Cyber Security Course

Tailor Made Cyber Security Course

Tailor Made Cyber Security Course

Signal Company Commander Course - 119
Australian Defence Force Operations Course
Advance Computing Course - 08

JSC (SIG) - 59

JSC (SIG) - 59

Signal Company Commander Course - 120
Signal Company Commander Course - 120
Basic Airborne Course (BAC) - 231

Para Basic Course

Information Security of Automated System

Russia

Russia

Pakistan

Pakistan

India

India

India

India

India

India

India

India

India

India

Australia

India

Pakistan

Pakistan

India

India

Pakistan

India

Russia



Capt

Capt
Capt
Capt
Capt
Capt
Capt
Capt
Capt
Capt
Capt
Capt
Capt
Capt
Lt

Lt

Lt

Lt

Lt

Lt

S/Sgt
S/Sgt
S/Sgt
S/Sgt
S/Sgt
S/Sgt
Cpl
Cpl
Cpl
Cpl
Cpl

HT Gamage Information Security of Automated System Russia
SMCR Senevirathne Information Security of Automated System Russia
IGCPH Illangathilake Information Security of Automated System Russia
SPIU Dayaratne (Lady Offr) Information Security of Automated System Russia
SMKN Wijesekara Tailor Made Cyber Security Course India
MM Siriwardena Young Officers Course (Sig) 60 Pakistan
WSM Ranasinge Young Officers Course (Sig) 60 Pakistan
M Jayasuriya Signal Young Officer Course 151 B India
TSNK Peiris Signal Young Officer Course 151 B India
PS Senevirathna Young Officers Course (Sig) 55 Pakistan
DA Jayasooriya Young Officers Course (Sig) 55 Pakistan
LAMASB Liyadipita Basic Airborne Course Pakistan
JIMMS Kularathne Sth Editions of the UN Signal Academy Women’s Outreach Course Uganda
(QM) SCP Siriwardane Quarter Master Officer Course India
KP Anurada Information Security of Automated System Russia
BAMS Thilakarathna Information Security of Automated System Russia
WDN Gunarathne Information Security of Automated System Russia
IGSB Gamage Master Fitness Instructor Course (MFIC) 20 Pakistan
AGTD Perera Para Basic Course India
WAC] Weerasinghe Basic Airborne Course Pakistan
FOREIGN COURSE PARTICIPANTS OTHER RANKS
Herath HMPA Junior Leader Course (JLC) India
Jayasinghe JMR Junior Leader Course (JLC) India
Dushantha KG Advance Information Technology (All Arms) JCOS/OR No - 32 India
Vithana SJG Advance Information Technology (All Arms) JCOS/OR No - 31 India
Mapalagama NG Advance Data Processing (JN) Course - 75 India
Susantha KumaraDWB Information Technology Database Management JCOS/OR No - 34 India
Karunathilaka SDMC Advance Information Technology Course India
Rathnayake EMPC Network Technical Course Bangladesh
Thilakasiri MS Network Technical Course Bangladesh
Sugathapaala WHKA Advance Information Technology Course India
Dissanayake WM Para Basic Course India
L/Cpl Silva SMM Network Assistant Course — 05 Bangladesh
L/Cpl Welagedara KIB Physical Training Assistant Instructors Basic Course India
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DIGITAL FORENSICS

Digital forensics, sometimes called computer forensics, is the application of scientific investigatory
techniques to digital crimes and attacks. It is a crucial aspect of law and business in the internet age.

Law enforcement was somewhat slow to understand the necessity of applying forensics techniques
to computers and high-tech equipment. For the most part, in the 1970s and 1980s early digital forensics
pioneers were people who worked at police or federal law enforcement agencies and who happened to also
be computer hobbyists. One of the first areas that came to the attention of law enforcement was data storage,
as investigators had long worked to seize, retain, and analyze documentation from suspects; it began to
dawn on them that much of that documentation was no longer committed to paper. In 1984, the FBI launched
the Magnet Media Program to focus on these digital records, the first official digital forensics program at a
law enforcement agency.

Meanwhile, many of the techniques used to track down and identify hackers as they intruded into
computer systems were developed ad hoc in the private sector. A generally identified seminal moment came
in 1986, when Cliff Stoll, a Unixsysadmin at Lawrence Berkeley National Laboratory, tried to figure out a
$0.75 discrepancy in an accounting log and ended up fingering a German hacker who was breaking into
sensitive systems and selling data to the KGB. Along the way, Stoll created what was probably the first
honeypot trap. There are a number of process models for digital forensics, which define how forensics
examiners should proceed in their quest to gather and understand evidence. While these can vary, most
processes follow four basic steps:

(a) Collection.
(b) Examination.
() Analysis.

(d) Reporting.

Depending on the type of devices, media or artifacts, digital forensics investigation is branched into
various types.

(a) Computer forensics.

(b) Mobile device forensics.
(©) Network forensics.

(d) Database forensics.

12 SLSC(CS) performing internal forensic investigations with Dte of MI and SIU- SLCMP.
Computer and mobile forensic tools are available with Digital Forensic Squadron12 SLSC(CS) and
annually conducting more than 20 investigations. Responsibilities of this Squadron as follows:

Provide Computer and Mobile forensic investigation support for the Dte of MI and SLCMP.
Conducting Digital Forensic training programs for SL Army personals.

Malware reveres Engineering.

Provide support for Digital Forensic related procurements.

Provide support for cyber policy and law developments.

S

Major VN Liyanapathirana
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CYBER DEFENSE

What is Cyber Defence?

~ Cyber defense is a computer network defense mechanism which includes response to actions and
critical infrastructure protection and information assurance for organizations, government entities and
other possible networks.

What is Cyberattacks?

‘ A cyber-attack is a malicious and deliberate attempt by an individual or organization to breach the
information system of another individual or organization. Usually, the attacker seeks some type of benefit
from disrupting the victim’s network.

What Are the Most Common Cyberattacks?

‘ Malware : Malware is a term used to describe malicious software, includin§ spyware, ransomware,
viruses, and worms. Malware breaches a network through a vulnerability, typically when a user clicks a
dangerous link or email attachment that then installs risky software.

Phishing : phishing is the practice of sending fraudulent communications that appear to come from
a reputable source, usually through email. The goal is to steal sensitive data like credit card and login
information or to install malware on the victim’s machine. Phishing is an increasingly common cyber
threat.

SQL Injection Attack : A Structured Query Language (SQL) injection occurs when an attacker
inserts malicious code into a server that uses SQL and forces the server to reveal information it normally
would not. An attacker could carry out a SQL injection simply by submitting malicious code into a
vulnerable website search box.

Cross-Site Scripting (XSS) : XSS enables attackers to inject client-side scripts into web pages
viewed by other users. A cross-site scripting vulnerability may be used by attackers to bypass access
controls such as the same-origin policy.

Denial-of-Service (DoS) : A denial-of-service attack floods systems, servers, or networks with
traffic to exhaust resources and bandwidth. As a result, the system is unable to fulfill legitimate requests.
Attackers can also use multiple compromised devices to launch this attack. This is known as a
distributed-denial-of-service (DDoS) attack.

Session Hijacking and Man-in-the-Middle Attacks : Man-in-the-middle (MitM) attacks, also known
as eavesdropping attacks, occur when attackers insert themselves into a two-party transaction. Once the
attackers interrupt the traffic, they can filter and steal data.

Zero-day exploit : A zero-day exploit hits after a network vulnerability is announced but before a
patch or solution is implemented. Attackers target the disclosed vulnerability during this window of time.
Zero-day vulnerability threat detection requires constant awareness.

How to defend cyber attacks
Followings are the three phases should consider when we defending against cyber attacks.

Prevention : Conventional defenses, including firewalls and antivirus software, remain an integral
part of an organization’s security lineup.

Detection : Should implement intelligent security management that aggregates information from a
variety of sources — and analyzes it in real time to shield systems from attack vectors. To combat these
emerging threats security professionals should implement Security Operation Center to monitor imagine
threats.

Reaction : There is no way to guarantee assets are fully safe. Even when all available mechanisms
are in place, hackers may still successfully infiltrate networks. Must be prepared for these scenarios — and
have recovery plans ready, and cyber emergency response teams (CERTs) on standby. CERTs identify,
verify and counter threats, detect and evaluate vulnerabilities, and manage security architectures.

Major JMD Nuwan, MSc (Information Security), MBCS, C|EH, C|HFI



GEOGRAPHIC INFORMATION SYSTEMS (GIS) FOR MILITARY FORCES

Geographic Information System (GIS) play a pivotal role in military operations as they are
essentially spatial in nature. The concept of Command, Control, Communication and Coordination in
military operations are largely dependent on the availability of accurate information in order to arrive at
quick decisions for operational orders. In the present digital era, GIS is an excellent tool for Military

commanders in the operations.

GIS in Military Operations: Security forces gathers data on routing, filtering, analyzing and
presenting information for decision-making. The regional conflicts, rapid deployment and flexible response
imposes heavy burden on military commanders, their staff and supporting system to keep up-to-date
situation on the ground about enemy activities. Therefore digital mapping and Geographic Information
System (GIS) occupy center stage in activities as diverse as battlefield simulation, mission briefing and

communications planning, logistics management and command control.

Defense Estate Management: Use of GIS in the management of military bases facilitates
maintenance and the tackling of all stores, GIS allows military land and facilities managers to reduce base

operation and maintenance costs, improve mission effectiveness.

Terrain Evaluation: In land based military operations Military field commanders would like to know
terrain conditions, elevations for maneuvering armour carriers, tanks and for use of various weapons. In
addition, they need vegetation cover, road networks, and communication lines with pin pointing accuracy

for optimizing the resource utilization.

Viewing Spatial Data: Most potential users of GIS are viewers. Command staff need access to a

geographic picture, map or photograph to help and assess a situation to carry out planned operations.

Naval Operations: At sea naval vessels depend largely on indirect methods to navigate when there
is no means of establishing their position with visual aids. Global Positioning System (GPS) provides the

means of determining the position at sea.

Air Operations: Air operations in battle environment require the similar inputs as per land
operations along with precise height information for targeting. These include the detailed information about
the target location, proximity of civilian areas, and terrain evaluation and meteorological conditions besides

navigational data.

Weather Information: Weather plays dominant role in the battlefield. Every battlefield commander
would like to know the information regarding cloud coverage, wind conditions, visibility, temperature

parameters and other related inputs.

Positional Information: The computer based Geographical Information Systems can provide

automated assistance to military forces terrain analysis function.

Logistics Management: GIS plays an important role military logistics because it helps in moving
supplies, equipment, and troops where they are needed at the right time and place. By using GIS in
determining routes for convoys, forces are able to determine alternative routes if mishaps or traffic jams

occur on the most direct route.

MappingTechniques: From the above it is evident that Military needs maps for different purposes
within its operational command and each requirement is to cater for a specific purpose. The digital base in

GIS environment facilitates the creation of different types of maps.

Major Upul Wawegedara
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E-COMMERCE READINESS OF SRI LANKA

Electronic commerce (E-Commerce) has emerged with the development of Internet and spread
rapidly because of its capability of improving efficiency and productivity in many business areas. Many
countries paid attention on developing e-commerce and its usage and benefitting from it today. However the
adaptation of developing countries to e-commerce was a challenge because of the infrastructure limitations
and other issues related to consumers. Sri Lanka has not yet passed the medium level of e-readiness because
of the less coverage of Internet and low computer and Internet literacy levels.

According to eMarketer, retail e-commerce sales in Asia-Pacific for 2016 are predicted to reach
$877.61 billion, an increase of 35.7 percent from 2016. Sales in this region are reportedly faster than the
average rate worldwide. While bigger players such as China, Indonesia and India are driving the region’s
growth, countries including Sri Lanka are experiencing growing demand for reliable e-commerce websites.
In fact, Southeast Asia is forecast to become the third-largest e-commerce market globally.

The Internet penetration in Sri Lanka is growing, granting more people access to the Web. What’s
more, this year, Google’s Project Loon will provide Sri Lanka with affordable Internet solutions, further
boosting the country’s connectivity in both urban and rural areas. As a result, Sri Lanka’s already growing
e-commerce sector is expected to go from strength to strength.

Add to this the staggering growth of Sri Lanka’s mobile industry. The country now has a mobile
penetration of 115 percent, according to BuddeComm, with the accessibility of smartphones growing
rapidly. As the country shifts online, and more time is spent online, both via desktop and mobile, the e-
commerce sector becomes more important.

The country’s growing middle class, with an increasing disposable income to spend on consumer
goods, coupled with improved Internet access, is also boosting the sector. With more money in their
pockets, more middle-class Sri Lankans are turning to the Web to purchase everyday items.

2006 saw the introduction of the Electronic Transactions Act, No.19, which facilitates e-commerce
by removing legal barriers and ensuring legal certainty both within Sri Lanka and internationally. While
awareness of online shopping is growing, financial institutions must develop, to offer reliable online
payment services to support the expansion of e-commerce, while creating a competitive marketplace.

The booming tourism sector is expected to contribute to the success of the e-commerce market in
Sri Lanka. Currently, traditional methods are used to book trips to and within Sri Lanka; as more bookings
are made both domestically and internationally, the country will likely follow its western counterparts in
implementing an online system.

However the existing Internet users display comparatively high adaptability to e-commerce
transactions. Sri Lankan Internet user has a moderate level of Internet shopping usage while more people
pay bills through Internet and access Internet banking application. With this the current level of ecommerce
readiness of country can be said as in a higher medium level compared to the world averages and display
better performance than other countries in region and similar economic indicators. However the spending
on Internet and frequency of online purchases were in very low levels and less availability of buying
options coupled with low trust on e-commerce sites created such a behavior.

Captain DGCP Piyasena.
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The Postman

He wasn’t graduated!
Either nor 10 A’s.
He rode his black old bicycle.
To see my graduation.
Ringing as,
“Tin Tin Tin”
From one door to another.
Through tuft ways.
Via muddy paths. N
Through stops and stops.
With a satchel full of mails!/ \
To see me wearing the clo¢
4
Even when I was late, 4 “
To the school at dlstal;g &
He rode under rains a
And rode and rodelf” T
From the sun to moon he rode!
Finally, he reached.
A minute before
His eyes were blur.
Legs were trembhng
And tires worn out!

0/70288 Captain EMA Dhar<marathn
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Major General CJ Abayaratna (Rtd) VSV USP
Major General CJ Abayaratna VSV USP, first officer
in Corps of Signals promoted to the rank of Major General
while on active service passed away on 09 June 2019.

Chandrabhanu Abayaratna was born on 27 June 1938
to a respectable family in Kandy. Master Chandrabhanu
Abayaratna had his education at Trinity College, Kandy and
excelled both in academics and sports.

g

At the culmination of his school education, he had
his higher education from University of Colombo and joined
the Army as an Officer Cadet on 10 May 1963. Upon
successful completion of basic military training at the
Officer Cadet training School, Diyatalawa, he was
commissioned as a Second Lieutenant and posted to the
Ceylon Signal Corps. He followed the Signals Young
Officers’ Course at the School of Signals of the British Army
in Catterick, in 1964, where he excelled in all training
curriculum based on his professional background. Then he
was able to follow a Communication course for officers'
conducted at the United States Army Field Artillery School,
Fort Sill Oklanhoma in USA in 1969.

Later, in 1979, he was sent to follow Senior Signals
Officers’ Technical Course conducted at Military College of
Signals, Rawalpindi in Pakistan. With this specialized
Technical background, he served the Corps of Signals as
well as the Army in numerous Command, Staff and
Instructional appointments in the Army. He proved himself
as an outstanding sportsman in Rugby and extended
enamours contribution to develop the Rugby sports in the
Corps of Signals that won championships 9 years in a row.

During his career, his absolute dedication,
commitment and competence were highly recognized to
elevate his rank to a Lieutenant on 10 November 1964, rank
of Captain on 10 November 1967 and to the rank of Major on
01 June 1973. His inspiring leadership was further rewarded
by promoting him to the senior rank of Lieutenant Colonel
on 01 October 1981, rank of Colonel on 01 December 1985
and rank of Brigadier on 15 July 1988. He was promoted to
the rank of Major General on 01 August 1992.

He was the 8" commanding officer of 1% Regiment
Sri Lanka Signal Corps and first Signal Brigade Commander
and first Regimental Commander in the Corps of Signals and
held many higher appointments in the Army mainly Brigade
Commander - 33 Brigade (Diyatalawa), General Officer
Commanding - 1 Division (Panagoda), Commander -
Security Force Headquarters (Wanni), Military Secretary -
Sri Lanka Army, Commandant - Sri Lanka Army Volunteer
Forces.

Major General CJ Abayaratna served the Army and
the country with utmost dedication displaying exemplary
qualities as a professional Signaller, an officer and a
gentleman during his illustrious military career. Major
General CJ Abayaratna was a source of encouragement and
inspiration to all Ranks of Sri Lanka Signal Corps.

[l

£ HIINTS

Major General WJTK Fernando (Rtd) psc

Major General WITK Fernando psc, first officer in
Corps of Signals, Promoted to the rank of Major General
passed away on 15 December 2018 was born on 18" October
1933 to a respectable family in Matara. Master Kamal
Fernando had his education at St Thomas’s College, Matara
and excelled both in academics and sports and he proved

himself as an outstanding sportsman in Cricket, Table Tennis
and Hokey.

At the culmination of his school education, he joined
the Radio Ceylon in 1955 as a Technical Assistant in
Training where he blossomed with professional
qualifications and bundle of experience.

As the time lapsed, he got the opportunity to enter the
profession he had been destined to, and joined the Ceylon
Signals Corps as a Lieutenant on 21 October 1957. Ceylon
Army then sent Lieutenant WJTK Fernando to the Cadets
School at Mons, Aldershot, in United Kingdom for the basic
military training where he passed out with a report as the
‘Best Overseas Officer Cadet’.

Later, in 1963, he was sent for Signals Mid-Career
Course, which was then a 2 years Telecommunication
Engineering Degree at the Military College of Signals
Engineering in Pakistan. Back in the country, as he got
through the Staff College Entry Examination in 1965, he was
sent to follow the Command and Staff Course at the
Command and Staff College in Camberley, United
Kingdom, in 1971. With this specialized background, he
served the Corps of Signals as well as the Army in numerous
Command, Staff and Instructional appointments in different
areas in the country. He was the 6th commanding officer in
first regiment Sri Lanka Signal Corps.

During his career, his absolute dedication,
commitment and competence were recognized by promoting
him to the rank of Captain on 21% October 1960 and to the
rank of Major on 21% October 1968. His inspiring leadership
was further rewarded by promoting him to the senior ranks
of Lieutenant Colonel on 11th November 1972. Then in 30™
July 1995 he was promoted to the rank of Major General.

Major General WITK Fernando had been an
outstanding sportsman as well. He was the President of the
Table Tennis Association of Sri Lanka in 1970s. He also
initiated and formed the Hokey, Table Tennis and Volleyball
teams in the Corps of Signals that won championships
several times keeping both Corps of Signals and Army flags
high.

Major General WITK Fernando as a professional
Signaller, an Officer and a gentleman was always held in
high esteem by his colleagues for his absolute integrity,
honesty and the professional competency. Even after his
retirement, Major General WJTK Fernando was a source of
encouragement and inspiration to all Ranks of Sri Lanka
Signal Corps.
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