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DIGITAL FORENSICS

Digital forensics, sometimes called computer forensics, is the application of scientific investigatory
techniques to digital crimes and attacks. It is a crucial aspect of law and business in the internet age.

Law enforcement was somewhat slow to understand the necessity of applying forensics techniques
to computers and high-tech equipment. For the most part, in the 1970s and 1980s early digital forensics
pioneers were people who worked at police or federal law enforcement agencies and who happened to also
be computer hobbyists. One of the first areas that came to the attention of law enforcement was data storage,
as investigators had long worked to seize, retain, and analyze documentation from suspects; it began to
dawn on them that much of that documentation was no longer committed to paper. In 1984, the FBI launched
the Magnet Media Program to focus on these digital records, the first official digital forensics program at a
law enforcement agency.

Meanwhile, many of the techniques used to track down and identify hackers as they intruded into
computer systems were developed ad hoc in the private sector. A generally identified seminal moment came
in 1986, when Cliff Stoll, a Unixsysadmin at Lawrence Berkeley National Laboratory, tried to figure out a
$0.75 discrepancy in an accounting log and ended up fingering a German hacker who was breaking into
sensitive systems and selling data to the KGB. Along the way, Stoll created what was probably the first
honeypot trap. There are a number of process models for digital forensics, which define how forensics
examiners should proceed in their quest to gather and understand evidence. While these can vary, most
processes follow four basic steps:

(a) Collection.
(b) Examination.
(c) Analysis.

(d) Reporting.

Depending on the type of devices, media or artifacts, digital forensics investigation is branched into
various types.

(a) Computer forensics.

(b) Mobile device forensics.
) Network forensics.

(d) Database forensics.

12 SLSC(CS) performing internal forensic investigations with Dte of MI and SIU- SLCMP.
Computer and mobile forensic tools are available with Digital Forensic Squadron12 SLSC(CS) and annu-
ally conducting more than 20 investigations. Responsibilities of this Squadron as follows:

a. Provide Computer and Mobile forensic investigation support for the Dte of MI and SLCMP.

b. Conducting Digital Forensic training programs for SL Army personals.

c. Malware reveres Engineering.

d. Provide support for Digital Forensic related procurements.

e. Provide support for cyber policy and law developments.

Major Vishwa Neranjana Liyanapathirana

CYBER DEFENSE
What is Cyber Defence?

Cyber defense is a computer network defense mechanism which includes response to actions and
critical infrastructure protection and information assurance for organizations, government entities and
other possible networks.
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What is Cyberattacks?

A cyber-attack is a malicious and deliberate attempt by an individual or organization to breach the
information system of another individual or organization. Usually, the attacker seeks some type of benefit
from disrupting the victim’s network.

What Are the Most Common Cyberattacks?
(a) Malware

' Malware is a term used to describe malicious software, including spyware, ransomware,
viruses, and worms. Malware breaches a network through a vulnerability, typically when a user
clicks a dangerous link or email attachment that then installs risky software.

(b)  Phishing

{)hishing is the practice of sending fraudulent communications that appear to come from a
reputable source, usually through email. The goal is to steal sensitive data like credit card and login
information or to install malware on the victim’s machine. Phishing is an increasingly common
cyber threat.

(c) SQL Injection Attack

A Structured Query Language (SQL) injection occurs when an attacker inserts malicious
code into a server that uses SQL and forces the server to reveal information it normally would not.
An attacker could carry out a SQL injection simply by submitting malicious code into a vulnerable
website search box.

(d) Cross-Site Scripting (XSS)

XSS enables attackers to inject client-side scripts into web pages viewed by other users. A
cross-site scripting vulnerability may be used by attackers to bypass access controls such as the
same-origin policy.

(e) Denial-of-Service (DoS)

A denial-of-service attack floods systems, servers, or networks with traffic to exhaust
resources and bandwidth. As a result, the system is unable to fulfill legitimate requests. Attackers
can also use multiple compromised devices to launch this attack. This is known as a distributed-
denial-of-service (DDoS) attack.
® Session Hijacking and Man-in-the-Middle Attacks

Man-in-the-middle (MitM) attacks, also known as eavesdropping attacks, occur when

attackers insert themselves into a two-party transaction. Once the attackers interrupt the traffic, they
can filter and steal data.

(€)) Zero-day exploit
A zero-day exploit hits after a network vulnerability is announced but before a patch or
solution is implemented. Attackers target the disclosed vulnerability during this window of time.
Zero-day vulnerability threat detection requires constant awareness.
How to defend cyber attacks
Followings are the three phases should consider when we defending against cyber attacks.

(a) Prevention

Conventional defenses, including firewalls and antivirus software, remain an integral part of an or-
ganization’s security lineup.




(b)  Detection

Should implement intelligent security management that aggregates information from a variety of
sources — and analyzes 1t in real time to shield systems from attack vectors. To combat these
emerging threats security professionals should implement Security Operation Center to monitor
imagine threats.

(b)  Reaction

There is no way to guarantee assets are fully safe. Even when all available mechanisms are in place,
hackers may still successfully infiltrate networks. Must be prepared for these scenarios — and have
recovery c{)lans ready, and cyber emergency response teams (CERTs) on standby. CERTSs identify,
verify and counter threats, detect and evaluate vulnerabilities, and manage security architectures.

Major JMD Nuwan, MSc (Information Security), MBCS, C|EH, C|HFI
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DBIED CONONGD (37) FHHDEMBOH G DACH GIN06HEH 0 GiEHD KD &l Homd cODONGE. 60O
€omOm (SatPhone) ces ®e5d6. OxgH) cOadm BeH) DoxE § Duca) BCABND FuHmBMGEE Ocd) i a0 DBEH
e0mOm OB OBIEH) 60® Gadod RN gid O ®E. BBIEH) cO0MONGER ERI®NM O GRRD ©addew aid Hod®
N0 DB (gateway station) ®0®H BB cODOM SCABDERD BRYRR 68. 600 H6e® A0 DABED DWE
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SIP €0 gi0g®

SIP (Session Initiation Protocol ) o5 gnadoe 8@ (Ip-
internet protocol) ®®m) % @HCOCH HERGD KR ©OVHD) GIBHD
(session) & @OGEVD &) BZ) o) HHORG. FHONHRE BEM
HOGL B €0 GIEBRD 68 OE BB BRCEIED) BRI 8 (collaborative
multimedia conference sessions) &2 &8 &80 &00, 0o 600 & |
60630 HO® 6ePEOICHIRE OGS moH) RRE.

Lt
Ebecui Mo athats A,

Sip e0oom o0 P SO0 ocE), ged B0 gt 60RaNmB® (broadband internet
connection) & SIP 688000 (sip server) 68) voip sip SaEmE 6663 GEONEH0 GRDRMMENE EIEEE oG
0B. B0 GOGI) PPV BE 66 sip GHHCOIMIRE IO FHDONEH HOE O FEHD @YD & ) Gi&PD

HHDD @IeD. :
VelP Diagram
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BERND. 6008 comdm B VOIP (Voice Over Internet Protocol) 668
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®. 608 € 0 Gidned m0 ®f) HB0E Gt R0 MO S0 DHGEHT YR
D0 gBONRG HO®) HDOIOL GrGO.
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SIP edmom 866 ccomb.
eoeno® SIP gooam (Hardware SIP Phone)

00D BG®mee SIP etmomnn gee ®@Bn 08oowmO (broadband router)
p 00020 coed. Ocd oo (SIP ATA(Analogue Telephone Adaptor)
BBHOGR) T GIRNGRIG oMM Frdi00mH OBO0EMO BRRNNMO AKO &HBIDA
EODODG BPND CeY. GRDONE ONEHD 68D e P@BE OHOCEH HDO
600® coto® SIP e0mdn 6cH) GOHIMON. 600D cOmON MODOH T
0O FEGBE GMIOD.

®9cano® SIP edwmda (Software SIP Phone)
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ancom (sound card) BGGHIGMDG ® GBHOG (6B) GHROMNGE) MDD @O O ot =
GGG ENEHE B0 G SIP @9emoenrn 060 0 giond @) OB ®w. 08 G
goesi SIP ®9emone (SIP phone client software) s06M@66 B056 90 HDG |4,

0.

45S1P 66006 @) GiHP0 gdesm) BB BRG0M R GEHed.
GRONR 5606 RED
SIP eComdnc (98 66) 09e)
SIP 6638 666m eroncs 606 606D Gadw (user account)
SIP etoonmen giBend (Advantage of SIP)

oo SIP etmdm 06 6taan cOmdm RO &) Somd cOmdm BRO ¢ GiRND IO ®iw. 6® g SIP  663-
ARG BOOOHD ) BEKE & Bed® CENOHD (gateway) A0E) 6oE OO SLHEE ) BPRNAMOR Gi8 cte. 6RIH)
SIP etmmce 06 6@man comdm DR GRRD G GO DR 0mDdn HOPD 0&GA6 68. SIP mamaenmnd SIP cad)
63636300 PEOMED 0GR GNP GIHD0 GRDONE OB cHEDE g8 6@ @0 eMNGH B0 SIP e0mon oo
B ¢ aw. SIP condm gomnn O 6O B0 06z 6mcd. &8 SIP ctmdm gGome s0®MMGBE BN
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e 0a8c8cae - Data Communication

1. eoi ERHCOCHE 37 DO ? What is a data communication?

o 8n GO 80 908 HOMEN0 ©RcRn SO0 (EY) com ONHICHE 6RE ®Ewed. Data
communication is the process of transferring or transmission of data from one location (place/point)to
another location (place/point)

2. co enEedcaen 8Bn goodm - Basic Elements Of A Data Communication System
o 0D BN G0 DB BNDEHO BTCHBME HOD GCE) D Fo® B GO®AH 6O. &8) HY
e oreR (Coo Hocdna ca) Hocda aaw) (sender/source)
e eBlegem &0 (data communication medium)
O GBHRE CHD IO 66) ERIOZ) @D &M (receiver /sink)

coo ono6 e oSectesn MWD coo @D
(Sender/Source) (Receiver /Sink)

Data Communication Medium

3. e EEEdemon g go® - Basic Elements in Data Communication
e EEedem | 60egeon O3 Data Communication /Transmission Media

com OF) 6O 6O MY (BOCHBG) G GO OB OGBS 6. COROM: M OHHRNG HOBO OO
OB 6RE MBI HOBH) HANR) SENBNG R HiR. OGP ®o®) 68 aec OB 6B GOH NG MDD DHOTRC SR
OOBNG DE B. EOE) SODDEG IEH) WS OEED BT BE Hiw. 60 O O OB B ¢0 BoG® &) N &) GeNd 5086.
EOBOMGH 6RE Qe VK G BEHETE oD mONR) SR SOMGEH ODD0 SENANE MR MHOD EHD 808 GOG
D0 GOEN0 SONG 6D EH) B0 canad BYD KOH GXE) OO ) VD) D CRE CIMd) T& M.

60 E@OoEHY cam oRHcOcmE  Gemm DOMaNoeE crd  ondcdcwm/  ©deded  @Br
(Data Communication /Transmission Media) 8 o &ide. © O O OO G0 Bote & 8 6n god
508. B0 5 66 FOGIMON BB COOMBMEON BEDCE BEem R DIND Geg coo oxHeden/ealogem &ix (Data
Communication /transmission Media) 6e0cem ®8a) 000 8® ) ®D @a)i.

e 65HedcH/alogem Oy (Data Communication /Transmission Media) 863G 6560 Q8D ¢@od
GEmE (306D BOG DR BHE®.

86Q @a» (Guided Media)

coo O®) 6O 6K MY (EBCYBANG/ Transmission) GCE GO 0D 6898n ©aze (Physical Medium)
o) 90 s HEY s (Guided Media) ces ®IENGD. HHY O3 BT covd 8mdG (Source/ Sender) & ¢y
oo (Sink/Receiver) 68980 d®x6wmn OSomm 06 605N 80 B¢ 60. 6OEE 66®) 80 dKBO HIRNG B0 ®FFM
g0, O SR B OB B0CE.

&. 530093/ 51009) DR GHE &. B30)DBD 6
(Twisted — pair wire) (Coaxial Cables)

869 cadm 6 (Unguided Media)
(B606om @a» Radiated Media)

COBE ©PHVOG CENR) MNEO GCE) 6HIBH DHCED HEOD 6B Nt ol co Bcdmae (Data
Transmission) &c® S0 68) B0 OB HOB. BEOBMEGE covey BB6rEe Bee Unguided Media 860w 013
(Radiated Media) ceec ®e6d cife &6, E506 a0, BRRRNMOE Gif GO0 6cH) 6uIED DGO HEOD 6T
CEBT) EE) 6RAN6E) B OR ¢oB 5O ec® Unguided Media #8060 60 87) ¢ aide. 6006 @)
ocmos) Olee) OB BlamBns. (Wireless Connection)
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