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MESSAGE FROM THE
COLONEL COMMANDANT

I considerit is an honour to issue this message tothe SIGNALLER 2006 journal, which
is published in connection with the 63" Anniversary of the Sri Lanka Signal Corps.

We all as members of the Regiment possess a long memorable history and manifested
professionalism through the commitment and greater dedication of each individual.

The Signal Corps with its expansion is now laying-emphasis on new concepts of combat
communication and has taken great leaps forward towards achiéving the acceptable standards
required by a professional Army. Our prime duty is to further uplift the standards in the field of
communication in this changing world. To achieve this goal it is paramount important that we
Signalers become professionals in our own field.

On this auspicious occasion where we step on to the 63" Anniversary, my felicitation goes
toall Officers and Other Ranks of the Regiment for their great contribution to become professional
Signalers whilst wishing them very best in all future endeavors.

Finally, I appreeiate the effort taken by the editorial board for publishing this educative
SIGNALLER. journal in this yearaswell.

YSA DE SILVA USP psc
Major General
Colonel Commandant
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INFORMATION SECURITY

INTRODUCTION

1. Information can be defined as facts, data, or instructions in any medium or form. The
meaning that a human assigns to data by means of the known conventions used in their
representation. Also it may be a message from a sender to one or more receivers. If information is
viewed in this manner, it does not have to be accurate. It may be a truth or 2 lie, or just the sound of a
kiss. Even a disruptive noise used to inhibit the flow of communication and create
misunderstanding would in this view be a form of information. :

2 Information is the summarization of data. Technically, data are raw facts and figures that are
processed into information, such as summaries and totals. But since information can also be the raw
data for the next job or person, the two terms cannot be precisely defined, and both are used
interchangeably. It may be helpful to view information the way it is structured and used, namely;
data, text, spreadsheets, pictures. voice and video. Data are discretely defined fields. Text is a
collection of words. Spreadsheets are data in matrix (row and column) form. Pictures are lists of
vectors or frames of bits. Voice is a continuous streamrof sound waves. Video is a sequence of image
frames.

3. Information technology is achieving big goals in day by day in the world. But it has to face
lot of unacceptable attacks which are coming from various directions it self. Though we think that
our information systems are well protected, it is not quite true due to unforeseen threatens to
information security in the world.

L "

SECURITY MYTHOLOGIES

4, Ausermay think as follows:
a. " Thereisnodangerto my network atall.
b. I'am not on the internet, [ am safe.
(o4 A firewall is enough to block all attackers,
d. Anti-virus at the desktop is sufficient for content protection..

Intrusion detection is not needed when there is a firewall.
L know my network weaknesses.

mo

REQUIREMENTS OF AN INFORMATION SECURITY

5. Computer net work systems are attacked by various kind of threatens. So it is required to
maintain of information security systems when
T i
a Cemputer use requires automated tools to protect files and other stored information.
b. Use of networks and communications links requires measures to protect data during
transmission.
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DEFINITIONS

6. Computer Security - generic name for the collection of tools designed to protect data and
to thwart hackers.

7. Network Sccurity - measures to protect data during their transmission.

8 Internet Security - measures to protect data during their transmission over a collection of

interconnected networks:

FUNDAMENTALS OF SECURITY SERVICES

9. Authentication - assurance that the communicating entity is the one claimed. -
10. Access Control - prevention of the unauthorized use of a resource.

1 Data Confidentiality - protection of data from unauthorized disclosure.

12. Data Integrity - assurance that data received is as sent by an authorized entity.

13.  Non-Repudiation - protection against denial by one of the parties ina communication.

SECURITY ATTACKS -

14.  Interruption- Thisisanattack on availability.
15.  Interception- Thisisanattackon. LtUI'tllds.‘l‘lT.lﬂlll}'.
16. Modification- This isanattack on integrity.

17.  Fabrication- Thisisanattack on authenticity.

MODEL FOR NETWORK SECURITY

18. Design a suitable algorithm for the security transformation.
19. Generate the secret information (keys) used by the algorithm.
20. Develop methods to distribute and share the secretin formation. g
21.  Usespecify protocols for transformation and Secracy.
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ULCD Perera

f Lieutenant
3SLSC

€06 @8
Gles[G1») 1) [os I

Sag 3 b8
622 0D uug 26N .
amﬁ{@%:id @20 o) a}ma{aaa‘
GuAEN) 6 688 803 @ 25

Susg waidis zplesl 2526t .
29 29a] zzs @rma WO P
o5 a9
/277658 woow Lhom Q@S B3

6 Geodp/@) - Bodls gEin et

A

WIFI SYSTEM

WIRE LESS MOBILE TECHNOLOGY

Introduction

Internet can be accessed through mechanisms such as computers, laptops, cell phones and
palm tops. Although computers and laptops are capable of having normal internet connections
(Ethernet connection), they are also able to have internet access through wireless technology. Cell
phones and palm tops can only be connected to the internet by wireless connection. Wireless
networking is possible through the technology of wireless fidelity or WiFi as most people call it
allows a ubiquitous internet connection to be broadcasted through radio waves. Its purpose serves
directly to the users looking for internet access devoid of any cords or wires.

How WiFiworks

Radio waves are the keys which make WiFi networking possible. These radio signals are
transmitted from antennas and routers and are picked up by WiFi receivers such as computers and
cell phones that are equipped with WiFi cards. Whenever a computer receives any of the signals
within the range of a WiFi network which is usually 300 500 feet for antennas and 100 150 feet for
routers, the WiFi card will read the signals and thus create an internet connection between the user
and the network without the use of a cord. Usually the connection speed increases as the computer
gets closer to the main source of the signal and decreases when the computer gets further away.
With that in the antenna for a direct connection to the internet. Many new laptops are already come
witha WiFi card built in and in many cases you don't have to do anything to start WiFi which is one
of the best things about it and how simple it is, WiFi cards can be external or internal, meaning that
if a WiFi card is not installed in your computer, you may purchase a USB antenna attachment and
have it externally connect to your USB port, or have an antenna equipped expansion card installed
directly to the computer. Laptops without a built in WiFi card is usually installed the external way
while PCs have it installed internally. Once a connection is established between the user and the
network, the user will be prompted with a login screen and password if it is a fee-based type network.
Though there are also free-based network connections as well in some areas, WiFi networking
around the world is creating hot spots in cities Where anyone with a laptop can wirelessly plug in to
the internet. A hotspot is a connection point for a WiFi network. It is a small box that is hardwired
into the network. There are many Wil'i hotspots now available in public places like restaurants,
hotels, libraries and airports. You can also create your own hotspot in your home. Research has
shown that within the next 10 years, hot spots will be all over urban and suburban vicinities.

Function of the working parts

The radio signal, data structure and the network structure are the three essehtial elements
that form the wireless internet standard 802.11 WiFi networking. Radio signals of 802.11b,
802.11a and 802.11g can be received or transmitted from antennas or routers, which are known as
access points. through computers, laptops. computers, cell phones and palm tops. The standard
802.11g radio signal is considered to be fastest and most reliable when it comes to quality compared
to the other two standards. In order for computers. laptops and palmtops to receive this wireless
connection,
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they must be properly equipped. Meaning a WiFi card must be installed either externally or
internally to the computers, laptop or palm tops. WiFi cards come in three different types just like
how there are three different WiFi standards, the 802.11 series. Once a successful connection has
been made from the access point to the WiFi card, the user may now access the internet without any
cords used. The name of the term regarding the location where one can access the internet
wirelessly is called a “hotspot”. There are fee-typed and free-typed based wireless connections in
WiFi. Ifa useris givena log on screen. when first connecting to wireless internet, it is most likely
going to be a fee-typed base connection. Although there are areas where there are free-typed base
as well, Wireless connection may sound reliable at times; it is very prone to hackers. They could
enter your personal computer data and implant viruses and worms into your computer. That is why
people are being urged to use firewall as a protection from these notorious hackers. Speaking of
security, a WiFi connection can either be open or secure. 1fa secure connection exists, a user must
input a WEP code in order to access the internet: People now use the 128-bit WEP encryption due to
the lack of security found in the 64-bitencryption. Think of this WEP code as a password to entera
private server on the internst.  Radio waves and access points work together which makes WiFi
connection possible.  Access points which consist of antennas and routers are the main source
which transmit and receive radio waves. Antennas work stronger and have a longer radio
transmission with a radius of 300-500 feet which are used in public areas while the weaker yet
effective router is more suitable for homes with a radio transmission of 100-150 feet.
Prepared and presented by
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RI LANKA SIGNAL CORPS JOURNAL 2006

He has won the best boxer medal at the 1996 Junior National Ch

~and the runners-up medal (95 Ibs weight category) - at the 1996 KPT E
- Championships held in Pakistan, prior to joining the Army. i

_ Asa Signalman, he has won the 3* place at 2005 National Champic:zr'i's.hi:p;s (51 :
Kg weight category), runners-up medal at 2006 Novices Championships (51 Kg
weight category), champions' medal at 2006 Intermediate Championships (51 Kg 5|

weight category) and champions' medal at 2006 Central Province Championships Tl
(54 Kg weight category). ' i i
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