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COLONEL COMMANDANT AT CALGARY CANADA

Colonel Commandant Maj Gen AMCWRB Senevirame USP nde pse represented the Sri Lanka
Army at the Pacific Arms Management Seminar(xxvi) held in CANADA during his tenure as Security
Force Commander, WANNI, The Colonel Commandant conducted a presentation on "METHODS OF
RECRUITING, TRAINING AND EDUCATING SOLDIERS AND LEADERS FROM A SRI
LANKAN PERSPECTIVE ".The salient points of his presentation was published in “THE GLOBLE
SOLDIER” magazine and the following script is an extraction .

¢ _(i'
pﬂ

Major- General
Attanayaka Seneviratne

"Future endeavours
depend on the quality

Spoke of evolving of performances of the
methods of recruiting, new intakes". Maj-
training and educating Gen Seneviratne said.

soldiers and leaders
from a Sri Lanka
perspective. To put the speech

" context. Maj-Gen Seneviratne began
with a brief description of Sri Lanka
and the specific recruiting challenges
that Sri Lanka faces.

Maj-Gen Seneviratne presented a list
of key factors involved in recruiting
which include expectations,
achievement, recognition and
awareness, as well as social and
economic factors. He defined
recruitment as that which provides
the organizations with the
opportunity to select the correct
person for the correct job.

On the subject
of training, Maj-Gen Seneviratne
Spoke of the requirement for soldiers
to be educated in civil affairs and
community — related issues as well as
being capable of conducting tactical
operations, He also addressed the
physiological, social, security and
motivational needs of the individuals,
and the need for a military force to
meet those needs in order to recruit
and retain its soldiers.

“Keeping in view the nature of this
changing world incentive offers may
have to be revamped. "
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Col, Douglas

Vernon
CBrohuer

=1

mld soldiers never die, but they simply
fade away. Colonel Douglas Vernon Brohier
first Commanding officer of 1st Regt. Ceylon
Signal Corps, at rest aged 87, Sydney,
Australia. In the mid fifties due to the
implementation of
Sinhala only policy,
members of this much
admired and loved
Burgher community were
left high and dry.
This highly skilled and
educated community,
exelled in all fields of
endeavour. Armed
Forces, medicine, sports,
entertainment to name a
few. The Burghers made
tremendous contributions
to the land of their birth.
During this period the
Burghers migrated to
western countries in
droves, seeking to secure
a better future for themselves and théir loved
ones.
Colonel Brohier was a member of the above
community. However, the colonel stuck to his
guns, carried on regardless, served his full
term as a distinguished Army officer, retired,
and then migrated to Australia. He eammed the
respect and admiration from his superiors and
commanded the respect, admiration
and absolute loyalty from his
subordinates. He was endowed with s
a sharp intellect, was sharp witted ’

Franci

He paused for few
seconds and said “OK,
whatever you say $

» That was

5

colonel Brohier an
officer, gentlemen and a
scholar. May his soul
rest in peace

and had a great sense of humour, but at the
same time was a strict disciplinarian. He was
seldom seen or heard, but he created an aura
of some kind of "mystique", around his
personality, so that his mere presence in the
office would be enough to keep the whole
regiment alert and on their toes. Seated in his
office he could make ihe second in command
a Captain, in the next room spring up to
attention. A slight cough or clearing of his
throat would do the trick.

The Captain was made the butt of many jokes
circulating around the
Regiment. | mention
this without any
intention of ridiculing
or any disrespect to the
old Captain. It only
illustrate the
nervousness and the
apprehension he had
towards the Colonel.
Such was the silent
power he wielded. The
old Captain a good
down to earth officer,
passed away many
years back. The
Colonel had no need to
stamp his feet and shout
out orders. He had
under his command young officers who were
graduates of the prestigious Sandhurst
Military Academy, highly qualified technical
officers with university degrees, and of
course the rank and file. They were all grist to

_ his mill. He managed them with his usual

calm, confident manner.

World war II veterans like Colonel Brohier,
Col. Lynn Wickramasooriya with
other veterans formed the nucleus

’ of the Army. These officers

/ moulded and built up the Army to

its present state. Their experience, expertise
and advice was much valued and appreciated
by the Top Brass and the Ministry of Defence
officials. So the present Sri Lankan Army
owes much to these stalwarts.

Col. Brohier did not neglect his military
duties even in retirement. He was the leader of
the Sri Lankan contingent at the Anzac march
on several occasions. This long march
terminates at the Shrine Remembrance in
Melbourne. April 25th is the sacred day for
Australians and Newzelanders to remember
the military disaster of Gallipoli, in 1915,
where over 800 soldiers perished. This figure
includes, all colonial forces of the British
Empire including Ceylon.

One might wonder how 1 could write these
personal details about the Colonel. Well, | had
the privilege of working at the regimental
HQ. I was quite proficient in my Sinhala. This
was the transitional period, from English to
Sinhala, and | was taken in as a translator and
an interpreter.

" The government directive was that any

correspondence going out should be in
Sinhala, notwithstanding the fact that we
received correspondence in English and
Sinhala. This is where 1 discovered another
secret weapon the Colonel possessed. Going
through one of my translations he suggested a
more appropriate Sinhala word to which |
have already translated. I could not work out
from where and how he acquired this
knowledge in Sinhala.

He used to attend to his private
correspondence, type and take notes in
shorthand. His abilities were too numerous to
mention. Few people outside the RHQ were
aware of his capabilities. During his,
command the Signal corps was nick

named the Burgher Regiment. This

is prabably because the regiment

was commanded by a Burgher . % Q
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officer and not that we had more burghers
than other ethnic groups in the Regiment.
Also the Regiment was called the smart Regt:
the intelligent Regt. The Colonel was
considered to be the father of the Signal
Regiment, who built it up from its infancy.

Thlb appreciation will not be complete

\entioning a very interesting gpisode
wunoul IMENUONE Y. 3 B>

about the Colonel. After many years, our
paths crossed in Melbourne Australia. 1 met
him at a "get together party" hosted by Ex-
Signal corps members in Melbourne. Colonel
had come all the way from Sydney to meet his
men. He appeared too young, trim and
sprightly for his age. He recognized me
instantly 1 walked up to him with the usual Sri
Lankan greeting "how are you sir." 1 noticed
that he was not amused at my greeting. With a
stern look he put his arm around my shoulder,
and these were his own words,"cut the crap, to
you lam Dougy, eall me Dougy".
I was pleasantly surprised. | could not bring
myself to call him Dougy, instead I told him
"let us compromise, I'll call you Colonel and
you can call me Francis, because here all my
friends call me Francis".Back home the
colonel call me Jayaman.

He paused for few seconds and said
"OK, whatever you say Francis". That was
colonel Brohier, an officer, gentleman and a
scholar. May his soul rest in Peace!

P
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SIGNALLER

“1CT ” as a critical choice in the
Defense Sector in Sri Lanka

Introduction

The use of Information and Communications
Technology (ICT) a8 a concept has brought many
changes to organizations within the country and
outside. Similarly in the Defense Sector these changes
are being felt in areas like structure, authority, power,
job content; subordinate career ladders and
supervision; and the decision making process.

The Defence Sector in Sri Lanka particularly
has developed to some extent with most of the
important functions like Intelligence, Operations,
Communications, Pay and Emoluments Medical, and
Procurement running on Information Systems working
on separate networks, even though the evolution of IT
in the Defence Sector has been very slow
comparatively to the Public and the Private Sector in
Sri Lunka, However, these very important functions
cannot work in isolation and integrated Information
and Communications Technology (ICT) envisage
providing the Defence Organizations with secure
networks with multimedia capability and cutting edge
technology to maintain superiority over the
adversaries, Criticality of ICT in terms of availability
within and with other defence organizations,
Networked Organizations and Benefits are some of the
1ssues that will be discussed in this paper in relation to
the changes taking place in the Defence Sector in Sni
Lanka.

Criticality of ICT in formulating
Defence Strategy

Having studied ICT as an emerging concept in
the modern technological field widely used for battle
field applications. new set of policy has been
formulated with the introduction of the proposed
Integrated Wide Area Backbone Network (IWABN)
basically an Intranet which will cover the entire gamut
of Military operations within the country, This will no
doubt meet a long and over due strategic ascendancy
over other sectors operating within the purview of the
state authorities and also this will enable the emergence
of networked computing technology with
a bang. This technology enables users to
reach other users and to access databases

anywhere within the organization and outside.

The SL Navy has had a long history of
working in an alarms environment and with other
nations in the region. In the last few years, the Navy
has participated in severul innovative exercises,
including those with new operational partners, namely
our Big Brother India and our strongest ally USA
which have involved taking commercially available
equipment and trying it oul in operational exercise
settings. Ships and boats are good platforms to carry
out this sort of exercises, since hosting environments
are relatively benign for ICT equipment, normally
with shelter, heating/cooling and electrical power.

The SL Air Force has also had much recent
history of alarms operations and cooperation with
other nations. Interoperability with both military and
civilian command, control and communications (C31)
has been essential for flight safety and for operations.
However, experimentation with innovative,
commercial ICT in air platforms is less convenient
than on a ship. Emission Control (EMC), Safety,
Space, Power and other platform integration
considerations all limit the opportunities. The Air
Foree continues to face the challenges of International
Flight Federation (IFF) interoperability and standards,
an issue made more difficult by the increasing number
of operational partners within the region and outside
when required.

However, Navy and the Air Force appear

better prepared to deal with the emerging operational
environments. Meanwhile, the Army is still
undergoing a major transition to meet the increasing
need for strategic mobility. The emphasis has changed
from that of mass, endurance and operational mobility
to that of speed, precision and strategic mobility, while
the need for lethality, flexibility and survivability
remain. This transformation has fundamental and far-
reaching implications for the Army's C3I and ICT
initiative.

Networked Organization

Information manag and its supporting
ICT systems in the Armed Forces are hugely complex.
For the best return from introducing a system
like IWABN (basically an Intranet) and to

gain operational benefit, three main architectural
domains should be defined: data, infrastructure and
applications. Data is the building block on which
information, knowledge, understanding and wisdom
stand. Ideally there should only be one 'set' of
enterprise data.

By tradition Defense organizations strictly
follow a hierarchical structure and information systems
also follow the same by design. However, following a
networked approach, the traditional structure followed
is made to shrink further and may resemble to a more
flattened or more towards a networked organization.
The most advanced Defense Organizations have
started turning away from the hierarchical
organizations toward a networked organization. Today,
most people do knowledge work, in which the
intellectual content of the work increases to the point
where the subordinate often has more expertise than the
sSuperior. ] :

Benefits initiating ICT programs

Central to the Army's C31 capability is the
fielding of IWABN, a complete strategically based,
tactical communications system. While the Army's
Radio Communications systems - such as CougerNet,
PRC 1077, GRC 103-303 series - have been world-
class in their hey day, GRC Series has been out of date

‘for some time. The main benefits will be secure voice,

data services, position reporting and unified
management in a very close-networked environment
coupled with the multiple benefits brought by the use of
ICT.

The second key program is that of the Defense
Reforms Committee (DRC) appointed by the Ministry
of Defense in Sri Lanka. This is an innovative and
exciting exercise for at least two reasons: first, it is
driving a full tri-service approach with a unified
command, which offers a very wide range of
operational and financial benefits; second, it should
inculcate a cultural, procedural and organizational
change and necessarily accompany the adoption of
latest networked computing systems for the
exploitation and management of information by the
Armed Forces in Sri Lanka.

Conclusion

Equally, more attention now needs 1o be paid
1o consultation, especially when coalitions,
peace keeping forces, joint national war
games, exercises are conducted within the
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region and outside in ad hoc arrangements to simulate
launching of fighting formations at different levels
(unit/sub unit) levels. The best chances of success are
given when all organizational assets are optimally
orchestrated around meeting the objectives. This can
only be achieved though the best synthesis of Human
Resources (HR) and Technical Systems (ICT). The
challenge for the Armed Forces in Sri Lanka should be
to achieve that enterprise-wide synthesis with
networked computing and fusion of HR and ICT to
achieve effective and efficient C51 capabilitiés against
the adversaries within and outside the country without
compromising national security interests.

" The threats and vulnerabilities to
information systems are genuine, diversified
and growing. Critical information systems
are presently susceptible to information
warfare, espionage, sabotage. intrusions and
denial of service. These threats and
vulnerabilities in ICT are felt by many
nations, including the wealthicst and the
most advanced. The response to this cannot
be one of wming our backs from modern
information, communication and
multimedia technology. This will only serve
to disembowel and impoverish our country
further. The government is therefore
committed not only to embrace and develop
ICT technology, but at the same time ensure
that this is dong in a manner which is
maximally beneficial and minimally
harmful to the nation's sovereignty and vital
interests, "

- QUOTE FROM THE SPEECH MADE BY
YAB DATO' SERI ABDULLAH AHMAD BADAWI,
DEPUTY PRIME MINISTER OF MALAYSIA. FOR
THE LAUNCH OF THE NATIONAL ICT
SECURITY AND EMERGENCY RESPONSE
CENTRE(NISER) ON 10 APRIL 2001, 2.30 PM

Presented by
Col TF Meedin RSP
Centre Commandant, SLSC
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FIREWALL AND COMPUTER SECURITY

INTRODUCTION

The Intermet has become. in many ways, a
mirror of society. Within our society there are Web
sites that defaced phony misleading press releases
which are issued to manipulate stock prices and
large data bases of credit cards numbers are broken
into for fun and profit. Firewall is the first line
defense against these cyber hunts attempting to
destroy the fabric of the Internet society.

A firewall is a barrier to keep destructive forces
away from your property. In fact, that’s why it is
called a firewall. Its job is similar to a physical
firewall that keeps a fire spreading from one aréa to

the next. Internet firewall is most often installed at ~

the point where- you protect intemal network
connection to the Internet.

Firewall is a very effective type of network
security in a building. A firewall is designed to
keep fire free from spreading from one part of the
building to another. In theory, an Internet firewall
serves asimilar purpose.

*. It prevents the danger of the internet from
spreading to your internal network.

*_Itrestricts people entering ata carefully
controlled point,

*_ It prevents hackers from getting close to your
defenses.

*. Itrestricts people to leaving ata carefully
controlled point.

Security Threats to Internet
Services

The implementation of Internet services must
be carefully considered due to its vulnerabilities
and threats, Lets take a look at the industry standard
protocols and services, its characteristics and how
they interact with the internet and firewall. So we
can be aware of security threats and can take
effective countermeasures to protect our
valuable data.

-

IP-based Network Security Threats

Internet protocol (IP) is the universal
medium of computer communications all
around the world: Itis powerful, highly efficient
and cost effective. Its strength lies in its flexible
routed packets, in which data is oriented nto
manageable pieces for transmission. over
networks, And it can be used by any operating
system. In spite of its strengths, IP was never
designed to be secure, due to its method of
routing packets. IP based networks are
vulnerable to spoofing, sniffing, session
hijacking and man-in-the middle attacks-threats
that were unheard of when I[P was first
introduced.

E-mail bombing/Spamming

The large amount of e-mails coming in to
a server, as a result of e-mails bombing and
spamming can generate a denial — of — service
(where the server denies to honour a request or a
task. to the extreme of freezing up) on the server,
through loss of network connectivity, system
Crashes, or even failure of a service because of

;
*.Overloaded network
-connectors.

*. Used up system resources .
*. Filed up disk space as a result of
multiple positing .

E-Mail Attachments

The risk with e-mail attachment is that
they can contain various threats from viruses
and malicious macros to small Trojan Horses
applets. Viruses can be inserted into e-mail
attachments, just as part of the header or even in
the body,

Privacy and Security

An e-mail threat also includes people
scanning e-mail massages in search of valuable
information, such as credit card, social security
numbers of systems authentication information,
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File Transfer Protocol (FT'P)

Security is one of the major opponents of
FTP services, Using FTP over the internet has
the following security implications,

User name and password are transmitted
in the clear so anyone in the route between your
client and server can sniff the user name and
password. They can then use your user name
and password to gain unauthorized access to the
server.

The encrypted data transfer can be
sniffed.

The web and the HTTP Protocol

HTTP is an Application-level protocol
developed for distributed, collaborative,
hypermedia information systems. Web server
logs a large amount of personal data about
information requested by different users.
Evidently, this information should remain
confidential. HTTP allows the information to
be retrieved without any access permission
scheme.

Therefore security theats to internet
services are of serious concern to all the clients
irrespective of their frequency of logging on to
World Wide Web.

What is an Internet Firewall?

A firewall is a system of group of systems
utilized to enforce access control between two
network entities. This can be accomplished in a
variety of ways but fundamentally the firewall is a
pair of mechanism: The first exist only to block
traffic and the second one exists to permit traffic. It
allows people inside the organization, behind the
firewall, to access information on the outside and
prevents people on the outside form getting into the
user's syster.

A firewall is either a hardware device, such as a
router or 4 software package running on a specially
configured computer that sit between a secured
network (Internal network) and an unsecured
network such asthe internet.

Why Firewall?

The statistical evaluation of

information lost on the internet suggests the use of
firewalls,

* The U.S military recently admitted that sixty
percent of all attacks against non — sensitive
installations succeeded.

* A 1996 survey by the American Society of
Industrial Security reported that more than
75% of computer security breaches are due to
the actions of insiders.

* FBI statistics show that more than 60% of
computer crimes originate inside the
enterprise.

To address this problem firewalls can be used
between departments and other network security
devices and software and policy-based management
can be used to prevent unauthorized access to data.
Some vendors offer users a central source for all of
their security needs-including firewalls, intrusion
detection content filtering virus scanning logging
and reporting and policy managements.

-
What are you Trying to Protect?
Connecting to internet puts three things at risk;
*  Yourdata
*  Your resources

*  Your reputation

What Protects you From?

There are many creative ways that
unscrupulous people use to access or abuse
unprotected computers.

Remote login.

When someone is able to connect to your
computer and control it in some form. This can
range form being able to view accessing your files to
actually running programs on your computer.

Application backdoors.

Some programs have special features that allow
for remote access. Other provide remote access.
Some others contain bugs that provide a

backdoor, or hidden access that provides
some level of control of the program.

Operating system bugs

Like applications some operating systems have
backdoors. Other provide remote access with
insufficient security controls or have bugs that an
expenced hacker can take advantage of,

Denial of service

You have probably heard this phase used in
news report on major Web Sites. This type of attack
is nearly impossible to counter. What happens with
acknowledgment and tries to establish a session, it
can not find the system that made the request., By
inundating a server with these unanswerable
session requests, a hacker causes the server to slow
toacrawl or eventually crash.

E-mail bombs

An-Email bomb is usually a personal
attack. Someone sends you the same e-mail
hundreds or thousands of times until your ¢-mail
system cannot accept any more messages.

Macros

To simplify complicated procedures, many
applications allow you to create a script of
commands that the application can run. This script
is known as a macro. Hackers have taken advantage
of this to create their own macros that, depending on
the application, can destroy your data or crash your
computer.

Source routing

In most cases. the path a packet travels
over the Internet (or any other network) is
determined by the routers along that path, But the
source providing the packet can arbitrarily specify
the route that the packet should travel. Hackers
sometimes take advantage of this to make
information appear to some from a trusted source or
ever from inside the network. Most firewall
products disable source routing by default.

Some of the items in the list above are hard,
if not impossible, to filter using a firewall.
While some firewalls offer virus
protection, it is worth the investment to
install anti-virus software on each
computer, and even though it is annoying,
some spam is going to get through the
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firewall as long as youaccept e-mail

Firewall Architectures

A firewall typically consists of several
layers of protection designed to intercept and
prevent penetration by intruders. Firewalls are
typically implemented using one of four primary
architectures.

Packet Filters

The first line of defense in firewall
protection, and most basic is the packet filter
firewall. Packet filters examine incoming and
outgoing packets and apply a fixed set of rules to the
packets to determine whether they will be allowed
to pass, The packet filter firewall is typically very
fast because it does not examine any of the data in
the packet. It simply examines the type of packet
along with the source and destination IP address, as
well as port combinations, and then it applies
filtering rules.

Continue to 6" Half...

(Cireuit level Gateways., Application Proxies Newwor
adder Translation{NAT).Firewall at work., Firewall
Enhanced Security Features at a Glance, Firewall
Capabilities, Firewall Limitations)
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